In this article, we explore the technical implications related to Web Squared paradigm. Representing an evolution of Web 2.0 that emphasizes the interaction between the cyber world and the real world, Web Squared contemplates the use of sensors to share huge amounts of data and foster the creation of new services. In this context, we analyze the different approaches and opportunities related to the use sensor-equipped smartphones to generate and distribute context related data both automatically and through appealing user applications (e.g., games). We discuss a general methodology to adopt when devising smartphone-based distributed sensing applications and explore both the issues and adopted solutions in this context. Finally, we identify unresolved technical challenges limiting the widespread deployment of Web Squared services, which deserve future research effort.
INTRODUCTION
Sensor networks consist of autonomous and distributed sensors deployed to monitor context related environmental parameters. A sensor network is comprised of nodes, each of which can have sensing, computation, communication and even motion capabilities. In this context, many research Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. To copy otherwise, to republish, to post on servers or to redistribute to lists, requires prior specific permission and/or a fee. work has been focused at devising reliable and decentralized solutions aimed at supporting services connectivity in such environments; yet, to date, these solutions have been generally limited to research purposes without any large-scale deployment [1, 2, 3] .
Instead, the current popularity of smartphones is creating potential for factual market use of sensor networks. Indeed, a smartphone is a ubiquitously present mobile device and it generally embodies a large set of embedded sensors. Offthe-shelf devices have accelerometer, digital compass, gyroscope, GPS, microphone, proximity sensor, light sensor, and camera, which could be exploited to foster the rise of new applications based on sensing. In essence, the smartphone revolution is providing the opportunity to take past research on sensor networks and apply it to real mobile scenarios. Indeed, sensor-equipped smartphones can be used generate and distribute context related data both automatically and through appealing user applications (e.g., games), thus involving a potentially high number of nodes and generated data. This clearly provides both a very challenging context for new research and the opportunity for extremely pervasive services. Moreover, what is more interesting, is that the data generated by this pervasive smartphone network could be used not only to benefit the people possesing such devices, but also the other people in our Society.
The Web Squared paradigm is a direct consequence of the spreading of smartphones with embedded sensors and communication capabilities. These devices allow to extend the Web to everything that surrounds us. If previous, traditional applications needed human interaction to perform tasks, new sensing-based applications can perform context related actions, in a user transparent way. In general, in this context, applications based on augmented reality could automatically enrich the perceived reality with additional information of the subject object available through other information sources (e.g. Internet). In general, the information shadow of any object corresponds to any digital data related to that object available in any database. Nowadays, any object casts an information shadow which, if captured and processed intelligently, could be used to generate new pervasive services [4, 5, 6, 7, 8] .
The data produced by sensing applications extends the notion of collective intelligence, that it is no longer only crowdsourced information, but it comprises also data automatically generated in real time, fostering new cascading applications and services. If comparing these sensor-enabled smartphone-based networks against the classic Web 2.0 scenario, generated data and services increment exponentially, rather than linearly, thus naming the new step in Web evolution "Squared".
With this article, we aim to provide a technical analysis of Web Squared services based on smartphone networks. We discuss a general architecture to design a smartphone based sensing application and explore development issues and possible solutions. Finally, we identify unresolved technical challenges for the widespread deployment of Web Squared services that deserve future research effort.
The paper is structured as follows. Section 2 explains the common mobile application contexts and sensing paradigms, criteria used to identify pure Web Squared applications. Section 3 presents the design aspects of Web Squared applications, developing issues and few attempts of solutions that, unfortunately, do not completely solve those issues. Finally, Section 4 presents concluding remarks.
CONTEXTS AND PARADIGMS OF SENS-ING APPLICATIONS
The widespread availability and growing capabitlies of mobile sensors-equipped devices such as smartphones have fostered the development of sensing applications in various contexts. Gaming is one of the most successful applications exploiting features such as augmented reality and sensorgenerated data. Just to cite a few bu significant examples, SpecTrek, is a ghostbusters game that exploits GPS coordinates for geolocalization, Sky Siege, is a war game that uses gyroscope and camera to control a virtual helicopter, and Parrot AR Drone, which is a flying drone remotely controlled via Wi-Fi through the user smartphone (see Fig. 1 ).
Other appliances can be found in the transportation context. Wikitude Drive, is used to manage trips making use of augmented reality to show routes on display. Social networking applications allow to classify events and activities in which users participate: Foursquare permits to geolocate a users position or an event, classify it, and share it with friends part of its social circle. In the environmental context there are many applications which employ a feedback monitoring cycle aimed to prevent or limit environmental pollution such as noise, MSW (Municipal Solid Waste) and carbon monoxide. An interesting research work presented in [9] embodies a participatory urban noise mapping system to render noise maps in urban areas. Finally, another interesting application realm is concerned with health and fitness, in which the scope is to persuade, stimulate users to achieve personal wellness. Examples from this context are: UbiFit Garden is a game that stimulates the user to achieve personal health goals by detecting the amount of physical activity performed and linking it with results in a virtual garden (see Fig. 2 ).
Several other applications that exploit the Web Squared paradigm can be devised. As an example, let us think of a travel application advising the best route based on real time monitoring of traffic congestion. This could be achieved by quick sharing and collecting speed data through our handheld smartphones. Augmented maps represent yet another example which can be created based on accessibility data transparently generated and shared by users to help people with impairments in finding the best routes for them [10, 11] . Other Web Squared applications could infer our status by sensing some context-related information, successively sharing with it with our buddies, letting them know our actions or publicize a certain event (e.g, a party, a meeting, an accident). Web Squared services could indeed be generated by collecting sensed and crowdsourced data.
Indeed, we can state that applications exploiting sensors and crowd can be classified through two criteria: scale of sensing and users' involvement. Considering the sensing scale, we can identify three main categories of sensor-based applications: personal, group and community (see Fig. 3 ). A personal sensing application is designed for single individual users and results (often statistical) are displayed only to the subject user without sharing them. An example of personal sensing application is Dankam whose goal is using mobile phone camera to help people affected of color blindness in determining colors, or differences in colors, that would otherwise be invisible to them. Instead, a group sensing application is designed to collect data from a group of people, typically connected on social networks, successively sharing some kind of inferred information to the others. An example is Nike+, an application based on social contest which focuses on user wellness. Finally, a community sensing application collects data from a wide range of people and shares crowdsourced or statistical results. An example is Lifelens Malaria, an interesting application to analyze blood samples using the camera combined with a magnifying glass; it shares geolocalized points of infection to prevent epidemic spreading of malaria.
If we consider the direct involvement of users on data collection, we can group the applications into two classes: participatory and opportunistic. Participatory sensing requires that user actively collects and classifies sensor data. The problem is that these applications depend strongly on users' enthusiasm and willingness to act, meaning that if users do not use the application, no sensing can take place. As a consequence there is a lack of data, the added value necessary to sustain a Web Squared service. An example of this sensing category is represented by the serious game proposed in [12] , which shows how a service can be designed to improve crossroad accessibility for blind people. The proposed application generates an augmented map with the position of known accessible traffic lights (i.e., those with audible signals) using users interaction in a Web Squared fashion. In essence, when the smartphone detects the position of a traffic light, it records an audio file and uploads it along with the associated GPS coordinates to a server. The server analyzes the audio file and detects whether an audible signal is present or not; this information is used to automatically update a database about accessible traffic light which has been adopted to generate Web maps as shown in Fig. 4 . Instead, Opportunistic sensing collects and classifies sensor data automatically without user interaction. This kind of application is particularly useful for community sensing because it does not need the active participation of users. However, the difficulty stands in devising intelligent algorithms able to autonomously sense and collect context-related information. Clearly, this problem is linked to the ability to efficiently use the smartphone's sensors and correctly interpret the scenarios based on the collected data. An interesting opportunistic application, described in [13, 14] , tries to bring the P2P paradigm into mobile networks enabling automatic file sharing based on proximity between mobile users. The application uses network sensors to automatically detect the frequency of users' encounters so as to delegate a particular file search task only to certain mobile devices. In essence, physical encounters among devices, even if short in duration, are detected through smartphone's sensors. This information is then exploited to improve the efficiency of the proximity-based file sharing application.
We define an opportunistic community sensing application as a pure Web Squared application, as we consider it compliant to the Web Squared paradigm. Indeed the auto- matic sensing is exploited to collect data from a wide range of devices so as to generate interesting results and innovative helpful services for community.
DESIGN OF WEB SQUARED APPLICA-TIONS
Devising an application that performs both sensor data collection and sharing is not trivial. Primarily, it is important that system architecture and application logic are adequately designed in order to achieve the application's expected goal. Clearly, this passes through decomposing the problem into subproblems addressed by specific layers (or modules) in the architecture [15] .
These layers can be identified as shown by Fig. 5 . First of all, the sensing layer, which necessarily lies on the mobile device, is responsible for collecting raw data from sensors. Instead, the learning layer processes these data and produces the results. To achieve this aim, this layer can use different solutions ranging from simple algorithms to more complex artificial intelligence techniques. This layer can reside in the smartphone, but its tasks could also be delegated to an external server as in the previously discussed application for detecting accessible traffic lights [10] . The release layer is used to display results to the final users; it could also be in charge of persuading the user to perform certain actions when considering participatory applications. In individual sensing applications, results are showed directly on the display and not shared. In group sensing applications, sensor data and even results are shared among the considered group of users, even through social networks. Finally, in community sensing applications, all possible means can ideally be used to spread information to the widest possible audience.
As stated before, the data collection phase is of paramount importance to Web Squared services. Data should not come only from local device sensors, but from all what surrounds us, therefore developers should put particular emphasis to cooperation and data sharing with and from other mobile devices, servers etc.
Design issues
Despite their attractiveness, sensing applications risk overloading the device and consuming the limited energy resources available. This would jeopardize the smartphones functionality whose primary function is receiving and making calls. Collection and classification of a large amount of sensor data, especially if done locally and in real time, require mobile devices with higher capabilities. Indeed, data sampling and processing make excessive use of computational resources. A critical design choice which has major impact in the energy resources is the sampling frequency. Frequent sampling, signifies constantly using mobile resources while achieving a more correct representation of the sampled activity. On the other side, a less frequent sampling might not be beneficial, as fewer data are collected but at the same time the energy resources are less stressed.
Moreover, if another service requires resources or a user concurrently runs another application, it could interfere with sensing. Frequent sensing requires complete support for multitasking and background processing. Concluding, yet another source of consumption is given by the transmission costs for sending and sharing data through a server or com- During the development phase an important issue arises from programming into a device-specific platform. Most vendors offer Software Development Kits (SKDs), APIs and software tools, which do not offer low-level sensors control. For example, the Bluetooth API 2.0 in the Android platform allows programmatically instrumenting the device discovery and RFCOMM connections, but it does not provide direct control on pairing routine, service discovery on remote devices. Therefore, developers must use workarounds methods available elsewhere to gain control. Yet, another example is the sampling rate which in some platforms is unpredictable because it varies with CPU load. Third parties would need finer-grain controls to develop more accurate sensing. Programmers must also face the problem of heterogeneity of the development tools. Applications tied to Vendors-specific APIs, require porting into other platforms which is often a tedious and time consuming task.
Typically, Web Squared applications need to collect and share data only if mobile devices are in a certain context and sensing quality is not affected by the environment or users. Therefore, mobile devices should belong to specific user classes or behave in specific ways corresponding to those assumed and modeled by developers. Unexpected changes of the background environment or user's actions could compromise the quality of gathered data while external device interferences could invalidate the accuracy of collected samples. This problem is exacerbated by the continuous context variations even in unexpected ways. However, once these data have been collected, it is important to make use of algorithms that can produce the correct results even in presence of outliers or background noise so that the application proves useful to the users.
Even if sharing of data is crucial to the Web Squared paradigm, privacy issues arise. Indeed, a malicious subject that captured this sensible data could produce serious privacy problems using them to infer users' context and/or some personal data. Personal sensing applications are clearly much less exposed to this risk, as data collection and processing are performed locally. Group sensing applications are based on a trust concept in the buddy circle, so a user who shares information assumes that the communication channel is secure. In this case, the security issues regard social engineering hacking, in which attackers disguise themselves as friends or acquaintance alluding the victim, collecting social information by spreading malignant codes and phishing sites inside the buddy circle. Community sensing applications, the closest to the pure Web Squared paradigm, are the most exposed to this problem as information is shared with no control and without knowing with whom these sensed data is shared.
Clearly, researchers and developers should focus their efforts to ensure the integrity of data so that users can be encouraged to disseminate information; this way, the community could continue to benefit from Web Squared applications without any concern about security.
Proposed design solutions
There are different possibilities to address the aforementioned issues. For instance, focusing on resource consumption, the first intuitive approach regards the design of algorithms keeping in mind energy and computational constraints; this involves a wise management of sensor duty cycles as turning off sensors when inactive reduces energy consumption.
Using a minimal set of sensors is another possible solution, this as data processing is reduced even if this forces developers to mediate between accuracy and energy efficiency. An example is represented by [16] , which introduces advanced location-based services to provide user context in indoor and outdoor environments. To preserve energy consumption this work proposes an event-driven technique in which only the accelerometer is in active state while other sensors are turned off until the inertial sensor detects user motion. While outdoor context is well defined by using GPS corrections, the indoor context (based also on Wi-Fi signal power) suffers from lack of accuracy.
Cloud infrastructures can help assist in data processing. Collected data can be sent to back-end servers that will take care of the analysis and will return the results. To minimize the energy cost of transmissions, which can be very high if the amount of data to send is considerable, data analysis can be divided in two phases. In the first, coarse grained phase, the features could be extracted from raw data in mobile device. In the second, fine grained phase, a more precise analysis could be made inside the cloud using only extracted features. 
The most radical solution is to equip mobile devices with low power hardware. As argued earlier, the continuous sensing consumes a lot of energy because sensors are either in active state or idle state, never in sleep state [17] . Low power hardware can lead to an improvement in consumption up to three orders of magnitude, but it requires a modification endorsed by phone manufacturers to the existing phone platform architecture.
Regarding the classification of users' behavior and context, Supervised learning techniques are used to improve efficiency and effectiveness of machine learning algorithms. These algorithms permit to minimize training phase using user's supervision. Supervised learning is used in [18] to infer and share in social networks the presence of individuals using off-the-shelf sensor-enabled mobile phones. The technique is used during the training phase, permitting classification after feature extraction. This process is performed offline on a desktop machine to reduce computational costs, yet, this involves an energetic cost which is related to the transmission of generated behavioral models. Another example is represented by [19] , which uses the smartphones microphone to model sound events and infer relative context. The supervised technique is used in this case to model the general sounds (voice, music or ambient sound), whereas an unsupervised adaptive classification is used to discover new sounds specific to the individual user. In particular when the application detects a new sound repeated over time proposes it to the user, who can then decide whether to ignore it or classify it creaing a new behavioral model.
Last but not least, the privacy issue is a crucial challenge as the Web Squared paradigm relies on wide data dissemination to produce services; this is possible only if providing an adequate level of security. Privacy-preserving data mining approaches are not sufficient to safeguard the security of the user data because there are several examples of reverse engineering, i.e., attacks that use portions of data (apparently safe and innocuous) to reconstruct the original pieces of information. In [20] , the authors propose a system that exploits different data streams to gain knowledge about location and preferences, so as to perform the most appropriate action given the context when certain users are in proximity. To support the privacy of their system and data accuracy, the authors propose to use k-anonymity algorithms. This approach demonstrated to be effective, yet it does not protect a user against the possibility that data regarding her/him, generated by unprotected sensors nearby (managed by other users) cannot be intercepted.
CONCLUDING REMARKS
Web Squared applications offer new ways to use smartphones through innovative services based on participation. The possibility to exploit the local data and data of other users can enrich our experience and knowledge. Through a world-wide network of interconnected sensor-endowed smartphones, a huge amount of data can be automatically generated, redirected, combined, and processed to generate innovative pervasive services. The data required to make these services effective cannot be generated through traditional approaches; yet, challenging technical issues in this context require specific attention.
Indeed, design solutions proposed by researchers do not put an end to technical issues discussed in this article. Table 1 summarizes the above mentioned issues addressed by researchers. A black V represents a quite successful solution, whereas a red X represents a partial solution.
We can state that opportunistic sensing, the less invasive sensing technique for users, often requires continuous sensing to identify the right context to retrieve data. In some studies there is an attempt to preserve resources, but this implies to mediate with the application accuracy and often this is a critical point because the quality of results depends directly on the amount of data. Adaptive techniques are still used only in small-scale applications due to costs introduced by further necessary processing. Several works try to solve privacy issues simply managing data stored in the device without sharing, whereas advanced techniques (e.g., exploiting k-anonymity algorithm) could be used to preserve privacy even if at higher computational costs.
Designing energy preserving algorithms is not always a trivial task as low level sensor control is often not offered to developers by device manufacturer. Therefore, the tradeoff solution between accuracy and energy efficiency is not always acceptable. Adaptive techniques augment the range of obtainable results, but also introduce higher computational costs in classification improvement. Using user interaction like in supervising techniques is not always a wise choice as these techniques could be too intrusive and bothering for users. Using cloud computing to offload the processing burden of the mobile devices is paid with increased transmission costs that negatively affect energy consumption and user privacy. The idea of using low power hardware is surely the most effective, but it requires the support of manufacturers.
Finally, the various application markets offer thousands of applications; to stand out and take hold in community preferences, Web Squared applications need both to preserve privacy and to have minimally invasive sensing features in terms of energy consumption and user involvement. Furthermore, they also need to be easily usable and perceived as useful or fun by users, as demonstrated also by the several example of games we had to include in our examples. Indeed, the market success of Web Squared applications is crucial for their functioning as the quality of generated services can depend on the massive availability of gathered data even from other users.
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